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To whom it may concern:

Please be advised that Eye Buy Direct, Inc. (‘EBD”), an online retailer of prescription and non-
prescription glasses and sunglasses, experienced a security incident that may have affected the
security of the personal information of certain North Dakota residents. In June of this year,
EBD learned that a small number (856) of U.S. consumers had reported fraudulent activity on
their credit cards in September 2018 and March 2019. One thing these consumers had in
common was a transaction on the EBD website, www.eyebuydirect.com.

Upon receiving this information, EBD immediately retained the services of a respected cyber
risk management firm with expertise in digital forensics to determine whether EBD’s systems
had been compromised. The investigation, which finished on September 17, 2019, concluded
that EBD’s systems showed signs of intrusions, but investigators were unable to confirm with
certainty how or when the platform had been breached or whether any data had been accessed
or taken.

After EBD received confirmation of the intrusion, it retained the services of an independent
cyber security firm to help review and update security protections across all our systems.
Following immediate and coordinated action, the incident was addressed on September 28,
2019, and all identified wealnesses have been or are currently being corrected. At the same
time, EBD has undertaken significant investments to further consolidate the security of its
platform and mitigate future risks.

Given the fact that the forensic investigators were unable to confirm with certainty how or
when the platform had been breached or whether any customer data had been accessed or
taken, EBD, in an abundance of caution, has made the decision to notify all customers who
made purchases on www.eyebuydirect.com between September 1, 2018 and September 28,
2019. 2,054 North Dakota residents made purchases within this timeframe and were thus
potentially affected by the security incident. The information captured from these individuals
may have included first name, last name, mailing address, email address, prescription
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information, payment card number, payment card verification code, and payment card
expiration date. Notification was mailed to these potentially affected North Dakota residents on
October 14, 2019. A template copy of the notification is attached as Exhibit A.

Additionally, there were 4 North Dakota residents among those individuals who had previously
reported fraudulent activity on their credit cards. The information captured from these
individuals included first name, last name, mailing address, email address, payment card
number, payment card verification code, and payment card expiration date. Although these
individuals have already reported fraudulent activity to their credit card providers and
presumably obtained a replacement card, EBD also mailed notification to these North Dakota
residents on October 14, 2019; said notice will offer one year of free identity theft monitoring
and repair services through Experian. A template copy of this notification is attached as Exhibit
B.

Should you have any questions or need to follow up on this incident for any reason, please
contact the following individual at the telephone number or email address listed below:

Manuel Angiolini
+44 208 880 7171
angiolim@essilor.fr

Alternatively, should you wish to mail any notices, EyeBuyDirect’s mailing address is 2801 S.
I-85, Suite 170, Austin, TX 78741.

EyeBuyDirect sincerely regrets any inconvenience or concern caused to North Dakota
residents by this incident.

Sincerely,
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Eric S. Levy
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EYEBUYDIRECT

Dear TyeBuyDlrect Customer,

At EyeBuyDirecl, we care about keeping yowr vision sharp and your information safe, Receatl I
we were mde avare of an incident that may have affected the security of your personl
information, We waat to share what we knovw, steps we are taking in response and how we're
helping protect castomers who were affected.

‘What Iuppened

In June, EyeBuyDirect leamed that 346 U.S, consuners had reported fraudulent activity on
their credit cardsin September 2018 and March 2019, One thing these consumers had in
comman was a tiansaction on the TyeBuyDireet website, www.eyebuydirect.com. Upon
receiving this infornation, we immediately retsined the services of a respected cyber risk
management firm with expertise in digital forensics to determine whether EycBuyDirect's
gystems had been compromised, The investigation concluded that owr aystems showed somz
signs of intrusior(s), but investigators were unable to confirm with certainty how or when the
platform had been breustied or whetier any data had Leen uceessid o taken,

DBused on these concluslons, it's unclear il your information was compromised, What we do
lnow is that our customers' privacy and information seewrity are and will remuin our Lop
priority, Thats why we're keeping you Informed,

What Informatlon Was Involved

Investigators were unable to descrmine whether and, i€ yes, which information was
compramised. If your informution wus uccessed or tulen, the information may have included
details of your purchase(s) with LyeBuyDirect, including personal details, such as your firs|
nume, last name, shipping and/or billing address and prescription data as well as payment-
related informativn, such as your payment cud number, payment card verification code und
paymen: cardexpivation date. Our policy is to not store any payment card information, but this
information is ttansmitted between your browser and onr servers and therefore may have Leen
exposed to a yotential intinder.

‘What We Are Dolng;

At EycBuyDirec:, we take the protection of your personal information very seriousl y. Upon
recciving the notification of a potential incident in June, we promptly took steps to valicateall
datu Mows into and out ol our systems, and we ensured that there were no wnauthorized
modlifications to owr solware platform. We slso retained the services ofan independent cyler
security firm 1o Lelp review andl update seeurity protections ncross all our systems. Following
immediate nnd coordinated netlon, the incident has been addressed and al’ identified wesknesses
are currenlly being corrected, At the sume time, we have undertaken significant investienta to
further consolidite she security of our platform and mitigate future visks,

2801 5, I-35, Sulte 170, Austin, TX 78741, US. Tel: 855,393,2891



EYEBUYDIRECT

‘What YouCin Do

Since we don’tknow for certain that your individual information was compromised, the hest
thing todois lo check the statements of any credit eard you used to make a purchse on she
EyeBuyDirect website for raudulent or suspicious eharges. If you find even one, contact your
credit card company immediately and report the fraud,

You muy contactone of the credit reporting compinies below for ussistance.

Equifux Lxperian TransUnion
1-£00-595-6285 1-8HH-3U7-4719 1-00-680-728Y
A\ \V\\'.IXI u il‘nN.Cl)l“ wwe.ex l)l}\'iﬂ lL(‘nl',l i tean 1510 inn .Lom

OBTAIN MORE INFORMATION ABOUL IDENTITY THEIL AND WAYS TO
PROTLECT YOURSELY

for geneml

information regarding protecting yonr identity.

The Federal Trade Commission has an identity theft hotling: 877-438-4338; TTY: 1-866-G3-
4261, "Ihey also provide information on-line at www, lte.grov/idthen,

For Mare Information

The FyeBuyDiveat customer service team is at yonr disposal to answer any questions you may
have, You can contast us by phone at 8556,393.2691. Monday through Friday, 9:00 aam. to 12:00
am. EST ancl Saturday to Sunday, 9:00 am. to 6:00 pan. EST, excluding U.S, holidays. Or,

simply contuct ug via einail at cyecare@eychuydireet.com,

Please note that (hisnatice is the only one you will receive from EyeBuyDivect, and we will
never request peisonal information by email or by phone,

Your vision is our vision. Rest nssured we're taldng every action to ensure your information ia
as secure with usas your eyesight is.

Sincevely,

EyeBuyDirect, Tne,

2801 5 135, Sulte 170, Austin, TX 78741, US, Tel; 855.393,2891
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[Gompany Logo]

[Return Address]
[Return Address)

[Pate]

[InsertRecipient's Name]
[[nsertAdidress]
LInsert City, State, Zip)

RE: Important Securily Notlfication
Pieaseread this entire letter,

Dear EyeBuyDirect Customer,

At EyeBuyDirect, we sarc nbout keeping your vision shurp and your information suft, Recently,
we were made awarc of an incident that affested the aceurity of your personal information, We
want to share what e know, atepo we have taken in reoponac and how we've helping proteot
customers who weie alfected.

What Happened

InJune, EyeBuyDirect learned that 856 U.S, consumers had reported fraudulent activity on
their credit cards in September 2018 and March 2019, One thing these consumers had in
common was a transaction on the [EyeBuyDirect website, www.eyebuydirect.com, Upon
receiving this information, we immediately retained the services of a respected cyberrisk
management firm vith expertise in digital forensics to determine whether EyeBuyDirect's
systems had been compromised, The investigation concluded that our systems showed some
signs of intrusion(s), but investigators were unable to confirm with certainty how orwlen the
platform had been breached or whether any data had been accessed or talen,

You are receiving this notice beeause you were one of the individuals who reported frauchcent
charges on your credit card. While it's unclear how or when exactly your information was
compromised on www.eyebuydirect.com, it was compromised and we are sincerely sorry for
that. Qur customenrs’ privacy and information security are and will remain our: top priority,
which is why we are recoubling our efforts to ensure there is no doubt about the privacy or
security of your information,

What Information Was Involved

Investigators wereunible to determine exactly which information was nccessed ar talcen, but it
likely included detsils of your purchase(s) with FyeBuyDirect, including personal details, such
as your fixst name, last name, shipping and/or hilling address and Preseviption data as well as
payment-related information, such as your payment envd number, pagment enrd verificztion



code and payment card expiration date, Our policy is to not store any payment card
information, but this information is transmitted between your browser and our servers and
therefore may have been exposed to an intruder.

What We Axe Doing

At EyeBuyDirect, we lake the protection of your personal information very seriously, Upon
receiving the notification of a potential incident in June, we promptly took steps to validate all
data flows into and oui of ourr systems, and we ensured that there were no unauthorized
modifications to our saftware platform, We also retained the services of an independent cyber
security firm (o help review and wpdate security protections across all our systems. IFollowing
inimediate and coorlinated action, the incident has been addressed and all identified wealinesses
are currently being comrected. At the same time, we have undertalen significant investments fo
further consalidate the sectrity of our platform and mitigate future risks.

What You Can Da

Since you have already reported fraudulent charges to your credit card provider, we assnme
that means that you hevealso requested and obtained a new credit card with new information,
IFyou havenot conz this yet, we strongly urge you to do so.

As an added precawsion, we are offering a complimenta Iy one-year membership in
Experian’s® Identity Worles*™, This service provides you with superior detection and
resolution of identity theft, including assistance deallng with credit-card fraud. To activate
youwr membership and start monitoring your personal information, pleasc follow the steps
below:

1. Ensare thatyou envollby: [1/51/2020 (Your code will not work after this date.)

2. Visit (e Experian Identity Works website to
envoll: Chttgs:// wwiv,experianidworks.com/sbplus]

8. Provide your activation code: [code]

If you have questions nbout tie service, need nssistance with identity restorativn or would like
un alternative 1o enrolling fn Experian IdentityWorks onling, please contuet Eaperian’s
customer care teamat [877.890.9332 7 by [1/91/2020 ]. Be prepared to provide en giganent
number [DB 14906 as proof of cligibility for the identity restoration services by Experian,

A credit curd is notrequived for enrollment in Experian IdentityWorks,

You can contact Fxperian immediately regarding any fiaud issues, and have uceess o the
following leatures ence you enroll in Experian IdentityWorls:

« Experian credit report at signup: Sce what information is associated with your credit
lile, Daily credit reports ave available for enline members only,*

« Credit Monitoring: Actively monitors Experian, Equifax and Transunion files [or
indicators of fraud.



* Internet Swveillance: Technology searches the web, chat rooms & bulletin boards
24./7 to identify trading or selling of your personal information on the Dark Web,

« Identity Resteration: Identity Restoration specialists are immediately available to help
you address credit and non-credit velnted firaud.

» Experian IdentityWorlks ExtendCARE™: You receive the same high-level of Ideatity
Restoration suppart even after your Experian IdentityWorks membership has expired,

= Up to $1 Million Xdentity Theft Insurance®¥; Provides coverage for cortain costs and
unauthorized electronic fimd transfers,

If you would like to disouss how you muy be able to resolve issues related to the firaudulent use
of your information, please reach out to an Experian agent at [877.890,93327.1f, after
discussing your situation with an agent, it is determined that Identity Restoration support is
needed, then an Experian ldentity ltestoration agent is available to worl with you to
investigate and resolve ench incident of fraud that ocourred (including, as appropriate, helping
you with contacting eredit grantors to dispute charges and close accounts; assisting you in
placing a freeze on your credit file with the three major credit burcaus; and assisting you with
contacting government agencies to help restore your identity to its proper conclition).

Pleasc note that this Identity Restoration support is available to you for one year [tom the date
of this letter and docs not require any action on yowr pavt at this time. The Tenms and
Conditions for this offer nrc located at www.Experinn]DWorls.com/restoration, You will ulso
find sel-help tips and nformation nbout identity protection at thia site,

You mny contnct one of the eredit reporting companies helow for nssistance,

Equifax Experian TransUnion
1-8Q0-525-6285 1-888-397-3114 1-800-G80-7289
www.equitas.com www.experfan.com waww.eransunloncom

OBTAIN MOILE INIFORMATION ABOUT IDENTITY TIIEFT AND WAYS TO
PROTECT YOURSELY

Visit http//wwiw.ex pevian.com/eredit-advice/ topie-firaud-aud-identity-theR.htm| for general
information regurding protecting your identity.

"The Federal Trade Cammission has an identity theft hotline: 877-188-4338; TTY: 1-§66-658-
4961. They also provide information on-line at www.fic.gov/idthelt.

TFor Morve Information

The EyeBuyDirect customer service tenm is at your disposnl to answer any questions you muy
have. You can contactus by phone at 865.89.2891. Monday through Friday, 9:00 a.m. to 12:00
a.m. EST and Satinday to Sunday, 9:00 a.m. to 6:00 pam. EST, excluding U.S. holidays. O,

simply contact us via email at eyecare@eyebuydirect.com.



Please note that this notice is the only one you will receive from LiyeBuyDirect, and we will
never request personal information by email or phone.

Your vision is our vision. Itest assured we're takiug every action to ensure your information is
as seoure with us as your eyesight is.

Sincerely,

EyeBuyDirect, Inc.



