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Schroeder, Chris N.
FW: Notice of Data Breach for Oakdell Egg Farms [IWOV-IDOCS.FID4617580]

From: Jared Keetch <JKeetch@Atllp.com>
Sent: Monday, March 14, 2022 11:43 AM
To: ‐Info‐Attorney General <ndag@nd.gov>
Cc: Romaine C. Marshall <RMarshall@atllp.com>
Subject: Notice of Data Breach for Oakdell Egg Farms [IWOV‐IDOCS.FID4617580]

***** CAUTION: This email originated from an outside source. Do not click links or open attachments unless you know
they are safe. *****
Dear Attorney General Wrigley:
Per N.D. Cent. Code §51-30-02, I am writing to you on behalf of Oakdell Egg Farms (“Oakdell”) to notify you of a
cybersecurity incident that may have exposed the personal information of a single North Dakota resident.
On February 15, 2022, Oakdell discovered that their network had been breached and confirmed the breach was part of a
ransomware attack. Oakdell immediately initiated cybersecurity incident response measures, deployed a team of IT
specialists, and engaged third-party cybersecurity forensic experts and other advisors to investigate, identify the scope of
the incident, and implement measures to mitigate its impact. Oakdell also reported the incident to the F.B.I. and local law
enforcement services.
Oakdell believes the outside attacker may have had the opportunity to access certain sensitive information that was being
stored by Oakdell. The personal information involved in this incident may have included names, dates of birth, and
government-issued identification numbers (for example, social security number or driver license number). The expected
number of total affected users across all states is ~675.
Immediately upon discovery of the incident, Oakdell disconnected the infected computers from the network as a
precautionary measure until additional protection measures were added. Oakdell is working with local law enforcement
and the F.B.I. to investigate the matter. Oakdell also engaged legal counsel to help with our notification efforts. In addition,
Oakdell is continuing to monitor suspicious activity on their systems and have deployed additional resources to reinforce
the security of our systems.
If you have any questions or concerns, you can reach me at 801.401.1615, or at jkeetch@atllp.com.

Very Respectfully,
Jared Keetch

Armstrong Teasdale LLP

Jared V. Keetch | Associate Attorney
201 South Main Street, Suite 750, Salt Lake City, UT 84111
MAIN PHONE: 800.243.5070 | MAIN FAX: 314.621.5065
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********** PRIVATE AND CONFIDENTIAL**********
This transmission and any attached files are privileged, confidential or otherwise the exclusive property of the intended
recipient, Armstrong Teasdale LLP or its subsidiaries. If you are not the intended recipient, any disclosure, copying,
distribution or use of any of the information contained in or attached to this transmission is strictly prohibited. If you
have received this transmission in error, please contact us immediately by email (admin@atllp.com) or by telephone
(+1 800.243.5070) and promptly destroy the original transmission and its attachments. Opinions, conclusions and other
information in this message that do not relate to the official business of Armstrong Teasdale LLP or its subsidiaries shall
be understood as neither given nor endorsed by it. Armstrong Teasdale LLP and its subsidiaries may monitor email
traffic data. Please read our Global Privacy Policy to find out how Armstrong Teasdale LLP and its subsidiaries process
personal information.
Armstrong Teasdale LLP is a Missouri‐registered limited liability partnership organized under the laws of the State of
Missouri, USA. The London office of Armstrong Teasdale LLP is operated by Armstrong Teasdale Limited, a private
limited company registered in England and Wales (Registration No. 08879988), that is authorized and regulated by the
Solicitors Regulation Authority (SRA No. 657002). The registered office of Armstrong Teasdale Limited is 200 Strand,
London WC2R 1DJ. Please review our International Legal Notices.
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