September 4, 2020
David E. Kitchen
direct dial: 216.861.7060
dkitchen@bakerlaw.com

VIA E-MAIL (NDAG@ND.GOV)
Office of the Attorney General
State Capitol
600 E. Boulevard Avenue
Department 125
Bismarck, ND 58505
Re:

Incident Notification

Dear Sir or Madam:
We are writing on behalf of the University of Missouri – Columbia (“UMC”) to notify you
of a security incident involving North Dakota residents that was experienced by one of its vendors,
Blackbaud, Inc. (“Blackbaud”). Blackbaud is a cloud-based software company that provides
services to thousands of schools, hospitals, and other non-profits. UMC uses Blackbaud’s data
solution services to manage its donor and fundraising information.
On July 16, 2020, Blackbaud informed UMC it discovered that an unauthorized individual
had gained access to Blackbaud’s systems between February 7 and May 20, 2020. Blackbaud
further advised that the unauthorized individual may have accessed or acquired a backup of the
database that manages donor information. Blackbaud paid a ransom and obtained confirmation
that the files that had been removed had been destroyed. Blackbaud reported that it has been
working with law enforcement. UMC immediately took steps to understand the extent of the
incident and the data involved.
UMC recently determined that the database that was accessed or acquired by the
unauthorized individual may have included the names and dates of birth of 271 North Dakota
residents. Blackbaud informed UMC that the fields within the database dedicated to Social
Security numbers, financial account information, and payment card information were encrypted,
and therefore not accessed or acquired.
Beginning today, UMC is providing written notice via United States Postal Service FirstClass mail to the North Dakota residents, in accordance with NDDC § 51-30-05. 1 A copy of the
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notification letter is enclosed. UMC has provided a phone number where all individuals may obtain
more information regarding the incident.
Blackbaud has informed MC that they identified and fixed the vulnerability associated with
this incident, implemented several changes that will better protect data from any subsequent
incidents, and are undertaking additional efforts to harden their environment through
enhancements to access management, network segmentation, and deployment of additional
endpoint and network-based platforms.
Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

David E. Kitchen
Partner
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This report is not, and does not constitute, a waiver of UMC’s objection that North Dakota lacks personal jurisdiction
over UMC regarding any claims related to this data security incident.
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