Lindsay B. Nickle
2100 Ross Avenue, Suite 2000
Dallas, Texas 75201
Lindsay.Nickle@lewisbrisbois.com
Direct: 214.722.7141

April 20, 2020
VIA EMAIL
Attorney General Wayne Stenehjem
Office of the Attorney General
Consumer Protection and Antitrust
1050 East Interstate Avenue, Suite 200
Bismarck, ND 58503-5574
Email: ndag@nd.gov
Re:

Notice of Data Security Incident

Dear Attorney General Stenehjem:
We represent Volusion, LLC (“Volusion”), an e-commerce platform that hosts websites for online
merchants, with regard to a recent data security incident described in greater detail below. This
letter is being sent on behalf of Volusion because personal information belonging to North Dakota
residents may have been affected by a recent data security incident.
1.

Nature of the security incident.

On or about October 8, 2019, Volusion learned that personal information of some customers of
Volusion’s merchant clients may have been improperly exposed as a result of malware placed on
Volusion’s e-commerce platform. Immediately after learning this, Volusion took steps to secure
their platform, removed the malware, notified the FBI, began an investigation and hired
independent cybersecurity experts to assist with that investigation. On March 20, 2020, following a
thorough independent investigation, Volusion confirmed that personal information input by some
customers of Volusion’s merchant clients may have been improperly exposed while making
purchases on the merchant clients’ websites between September 7, 2019 and October 8, 2019.
The information may have included names, addresses, phone numbers, email addresses, credit
card numbers, CVVs, and expiration dates.
2.

Number of North Dakota residents affected.

Approximately 1,119 residents of North Dakota were affected by this incident. Volusion will be
notifying the potentially affected North Dakota residents on or about April 20, 2020. A sample copy
of the notification communication is being provided with this correspondence. In addition, Volusion
is notifying statewide media and posting notice of the incident on their website.
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3.

Steps taken relating to the incident.

In addition to the steps discussed above, Volusion updated its internal procedures based on the
findings of the investigation and added additional safeguards to minimize the chance that an
incident like this could occur in the future.
4.

Contact information.

Volusion remains dedicated to protecting the personal information in its control. If you have any
questions or need additional information, please do not hesitate to contact me at (214) 722-7141 or
by e-mail at lindsay.nickle@lewisbrisbois.com.
Please let me know if you have any questions.

Very truly yours,

Lindsay B. Nickle of
LEWIS BRISBOIS BISGAARD & SMITH LLP

Enclosure:
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Sample Notification Letter.

