May 31, 2019

Amelia M. Gerlicher
AGerlicher@perkinscoie.com
D. +1.206.359.3445
F. +1.206.359.4445

VIA EMAIL
Office of the Attorney General
600 East Boulevard Avenue, Department 125
Bismarck, ND 58505-0040
Cpat@nd.gov
Re:

Notice pursuant to N.D. Cent. Code 51-30-02

To whom it may concern:
We write on behalf of Discovery Communications, LLC (“Discovery”) regarding an incident
involving unauthorized access to Discovery corporate documents. Please see the attached
notification sent to more than 250 residents of your state today. Please note that available log
information indicates that the files in question were accessed only twice by IP addresses not
associated with Discovery Communications, most likely from a white-hat security researcher
who was researching the issue and through whom Discovery indirectly learned of the issue.
Accordingly, we have no reason to believe that any of the information has been or will be
misused.
Very truly yours,

Amelia M. Gerlicher
AMG

From:

Discovery Communications LLC <DoNotReply@discovery.com>

Sent:
To:
Subject:

Important information from Discovery

8403 Colesville Road
Silver Spring, Maryland 20910

Dear [Name]:
I am writing to let you know of an incident involving the potential disclosure of
Discovery Communications, LLC (“Discovery”) documents to unauthorized
parties. Discovery uses certain enterprise cloud services to store and
exchange corporate documents. We recently learned from a third party that
certain folders had been shared by Discovery staff with external business
partners through this type of platform in such a way that the folders could be
accessed by other parties.
Upon review of the documents in question, we identified a consumer marketing
list from several years ago that included your name, address, email, and date
of birth. We do not have any reason to believe that there was widespread
access to or use of this information as a result of this issue, but we are
notifying you out of an abundance of caution. No credit card or other financial
information, or government issued identification numbers (i.e. social security
numbers, tax ID numbers, social insurance numbers) were stored within this
document.

Discovery is strongly committed to protecting the privacy and security of our
customer information, and immediately upon learning of this incident, we
disabled access to these folders, and we are reviewing additional security
measures relating to this cloud-based document storage platform.
You may also contact us in writing at dataincident@discovery.com if you have
any questions.
Sincerely,
Discovery Communications, LLC
MISSING ACCOUNT ADDRESS.

To unsubscribe from receiving future emails concerning this incident, please click here.
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